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Hardware preparation

In order to fulfill our hardware requirements and be eligible for support, please ensure your server
meets the following minimum requirements:

e Processor: 64-bit, 4 cores required, more recommended based on usage scenario
e RAM: 12 GB required, more recommended based on usage scenario

e Hard drive space: 40 GB available (assumes separate partition for the EmpowerID installation -
40 GB available is required if installing on OS drive [not recommended])

In my example lab | have configured a VMWare virtual machine with the following properties:

Hardware Summary
BB Memory 12288 MB Disk Provisioning
@ crus 4 Type: Thick Provision Lazy Zeroed
Bl video card Video card Provisioned Size: 60 =3 |GB ﬂ
= VMCI device Restricted Maximum Size (GB): 1757.33
O sCsIcontrollerd LSI Logic SA5
& Harddisk1 Virtual Disk Virtual Device Node
£y CD/OVD drive 1 Client Device | e J
BB Network adapter 1 VM Network SCSI {0:1) Hard disk 2 hd
& Floppy drive 1 Client Device
= Hard disk2 Virtual Disk e

e e

This configuration meets all of our minimum requirements: A 64-bit 4 core CPU, 12 GB of RAM, and two
hard drives, each using a different data store and each sized at 60 GB.

Software preparation
Next comes the installation of the Windows Server operating system. Here are our requirements:

e Operating System: Windows Server 2008 R2 64-bit, Windows Server 2012 64-bit or
greater. Support is not offered for Datacenter versions of Windows Server. Server Core
installations are unsupported as the .NET Framework is not available in Server Core.



Installing Windows...

That's all the information we need right now. Your computer will restart several times during
installation.

/ Copying Windows files [}
Expanding Windows files (96%)
Installing features
Installing updates
Completing installation

_—|

1 Collecting information 2 Installing Windows

Once the operating system is installed, ensure that the local Administrator password has been set and
the server is joined to the domain. We are now ready to proceed to the installation of IIS.

lIS preparation
Once you are logged into the server, open Windows PowerShell from the Accessories menu.
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(& Internet Explorer
) windows Update l
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4 Windows Explorer
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Navigate to our EmpowerlD Installation and Configuration Guide / Hardware and Software
Requirements page and scroll down to the Additional Software Requirements for Servers Running Web
Applications section. Listed in this section are PowerShell cmdlets that will automatically install 1IS and
all of the 1IS components needed to run EmpowerlID. There are two sets of PowerShell cmdlets: one is
for Windows Server 2008 R2 64-bit and the other is for Windows Server 2012 64-bit. The PowerShell
commands are also included below:

Windows 2008 R2 64-bit:
Import-Module ServerManager

Add-WindowsFeature Web-Server,Web-ASP-NET, Web-Basic-Auth, Web-Windows-
Auth,Web-Cert-Auth,Web-Url-Auth,Web-Http-Errors,Web-Net-Ext, WAS—
Process-Model, RSAT-Web-Server,Web-Dyn-Compression, NET-HTTP-
Activation, Web-Mgmt-Console, Web-HTTP-Redirect, NET-Framework

Windows 2012 64-bit:

Add-WindowsFeature Web-Server,Web-Basic-Auth,Web-Windows-Auth, Web-
Cert-Auth,Web-Url-Auth,Web-Http-Errors, Web-Net-Ext, Web-Net-Ext45, WAS—
Process-Model,Web-Dyn-Compression, NET-HTTP-Activation, Web-Mgmt-
Console, Web-HTTP-Redirect, Web-Asp-Netd5, NET-WCF-HTTP-Activation45


http://docs.empowerid.com/installingempowerid/hardwareandsoftwarerequirements.html
http://docs.empowerid.com/installingempowerid/hardwareandsoftwarerequirements.html

Copy the appropriate version of the cmdlets and paste them into the PowerShell window, then execute
the cmdlet. The installation of IIS prerequisites will begin.

& Administrator: Windows PowerShell
Windows PowerShell
gCopyright <C» 2889 Microsoft Corporation. All rights reserved.

Start Installation... |
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Once finished, you will be prompted to restart the server. Do not restart the server and proceed to the
next step.

Disabling User Account Control

Open Control Panel and navigate to User Accounts. Click on Change User Account Control settings.
Move the slider to “Never notify” and click OK to disable UAC.

{:_!1 User Account Control Settings !EI E

Choose when to be notified about changes to your computer

User Account Cantral helps prevent pokentially harraful pragrams Fram making changes ko vaur compuker,
Tell me mare abouk User Account Control settings

Alvaays nokify

MNewver notify me when:

»  Programs try to install software or make changes to mey
caompuker

»  Imake changes to Windows sektings

.ﬁ- Mak recormendead. Choose this only if you need to use
programs khat are nok certified For Windows 7 because
-1 they do not support User Account Control,

Merver nokify

'E_.j' QK I Cancel




Once UAC has been disabled, reboot the server.

finish the installation process.

JWARNING: [Installation] Succeeded: [Webh Server <IIS>] Windows Authentication. You must restart this server to finish

the installation process.

=101 x|
- ]

WARNING: [Installationl] Succeeded: [Web Server (IIS)>] Basic Authentication. You must restart this server to finish the

installation process.

UARMING: [Installation] Succeeded: [Web Serwver (IIS>] Request Filtering. You must westavrt this server to finish the

installation process.

MARNING: [Installationl] Succeeded: [Web Server (IIS)>]1 URL Authorization. You must restart this server to finish the

installation process.

UARMING: [Installation] Succeeded: [Web Server (IIS>]1 II§ Client Certificate Mapping Authentication. You must restart
this server to finish the installation process.
WARNING: [Installationl] Succeeded: [Web Server (IIS>] HITP Redirection. You must restart this server to finish the

installation process.

UARMING: [Installation] Succeeded: [Web Server (IIS)] Directory Browsing. You must restart this server to finish the

installation process.

UARNING: [Installation] Succeeded: [Web Server (IIS>] HITP Logging. You must restart this server to finish the

installation process.

WARNING: [Installation] Succeeded: [Web Server (IIS)>] Static Content. You must restart this server to finish the
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Windows will configure IIS and its components as the server reboots.



Configuring Windows features
C 30% complete
Do not turn off your computer.

W/ Windows Server 2008
Enterprise

Once rebooted, log back into the server. The IIS installation is now completed.

Microsoft .NET Framework 4.5.2 preparation
Open the Microsoft .NET Framework 4.5.2 download page, click Download and execute the installer.

NOTE: You may want to disable Internet Explorer Enhanced Security Configuration temporarily while
performing this step, or download the file on a different computer and then transfer it to the server. To
disable Internet Explorer Enhanced Security Configuration, open Server Manager and scroll down to the
Security Information section, then click Configure IE ESC. Choose Off for Administrators and click OK.


http://www.microsoft.com/en-us/download/details.aspx?id=42642
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¢ o [z
% Server Managmogms snrin e 1
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OK I Cancel | — ;l
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Once the installation of Microsoft .NET 4.5.2 is completed, your server is now ready for EmpowerID
installation. Repeat the steps above if you need additional IIS servers for load balancing or server role
separation. For example, if you are running 2 EmpowerlD front-end (web) and 2 EmpowerID back-end
(application) IIS servers, repeat the steps above for all 4 of the IIS servers.

EmpowerlD Server Installer download

Now that the server has met the hardware and software requirements, we need to download the
EmpowerlD software in preparation of the installation session.
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Thank you for choosing EmpoweriD!

Please use the links below to download the latest version of
EmpowerlD and other products.

System Preparation

Helps verify your application servers meet the Hardware and
Software Requirements of EmpowerlD.

® EmpowerlD System Preparation Tool Verify hardware and software requirements

EmpowerlD Server

The following items are required for a new EmpowerlD installation.

| ® EmpowerlD Server Installer Required binaries for each EmpowerlD IS server |

@® EmpowerlD Database SQL database for new EmpowerlD installations

Please navigate to our Empowerl|D download page, enter your name and license key, agree to the terms
& conditions and then click on the EmpowerlD Server Installer link. Download this file onto any of the IS
servers that will be running EmpowerlID.

(Optional) SQL Management Tools preparation

This next step is optional and only needs to be followed if you wish to manage the EmpowerID SQL
Server from the EmpowerlD IIS Server.

Locate the SQL Server installation media and run SETUP.EXE to begin installation. Click the Installation
section on the left hand side, then click on “New installation or add features to an existing installation.”


http://www.empowerid.com/download/licenseagreement

%% SQL Server Installation Center B o =] 2]

Planning % New installation of;;addr_feamres to an existing installation.

Installati Launch a wizard SQL Server 2008 R2 in a non-custered environment or to add features to

an existing SQL S 08 R2 instance.
Maintenance
Sz New SQL Server failover duster installation
Tools A : ) . 5
sadl Launch a wizard to install a single-node SQL Server 2008 R2 failover duster.
Resources
Adv l‘*i Add node to a SQL Server failover duster
a‘l( E(l N
{} lf Launch a wizard to add a node to an existing SQL Server 2008 R2 failover duster.
Options
Upgrade from SQL Server 2000, SQL Server 2005 or SQL Server 2008
Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SQL Server 2008 to SQL Server
2008 R2.
'55 Search for product updates
Search Microsoft Update for SQL Server 2008 R2 product updates.
» Micrenolt*
2 SQL Server2008r2

Enter your SQL Server license key and accept the license terms. Click Install. Choose SQL Server Feature
Installation and click Next. On the Feature Selection screen, check “Management Tools — Complete”
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Feature Selection
Select the Enterprise features to install.
Setup Support Rules Features: Description:
Setup Role Instance Features Adds the following components
Feature Selection [[] Database Engine Services to the b_asi( management hooI§
Installation Rules []sQL server Replication mstalagof:: Manag_emesnt Studio
o n [ FullText sesrch i e e
) [[] Analysis Services Integration Services
Error Reporting [] reporting Services technologies, SQL Server
Installation Configuration Rules Shared Features Profiler, Database Tuning
Ready to Install [] Business Intelligence Development Studio ;da""':gf' andtSQL Server Utiity
; [] client Tools Connectivity .
D s [[] integration Services
Complete [] client Tools Backwards Compatibility
[] client Tools SDK
[[] sQL server Books Online
Management Tools - Basic
["] sQL Client Connectivity SDK
|:] Microsoft Sync Framework
Redistributable Features
select Al | Unselect all |
Shared feature directory: IC:\Program Files\Wicrosoft SQL Server\ |
Shared feature directory (x86): IC:\Drogram Files (x86)Microsoft SQL Server\ |
< Back I Next > I Cancel I Help |
i

Once installation is finished, close the setup program and install hotfixes or patches from Windows

Update as needed. You can now remotely manage the EmpowerlID SQL Server from the EmpowerlD IIS

Server.

Conclusion

Please feel free to contact us by e-mail at support@empowerid.com or by phone at (877) 996-4276
(Option 2) if you have any questions or concerns regarding this guide. Thank you for reading!
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