empoweriD

Identity Management

Preparing a SQL Server for EmpowerID installation

By: Jamis Eichenauer

Last Updated: October 7, 2014



Contents

HardWare Preparation ... et ee s e st e s st e e e e s te e e e esateeeesstaeeesasseeeesaaseeeeeansaeaeeanneeaeann 3
N o AN Tl o= o1 1 4 o D PRSP 3
N O BT =T oV o Te=T e -1 - L (o] o DO TP PP UUPPPPUPPPPOPINE 4
FUIl-TeXt SEarch Preparation.. ...t e e et e e e et e e e s sata e e e saaseeeesaasseeeeansseeesannraeenan 8
EmpowerID database dOWNIOA.........c.uuiiiiiiiiii et et e e e et e e e e be e e e e are e e s enreee e e nareeas 10
SQL Performance MaiNtENanCe ........ccuiiiiieiiiieriee ettt ettt et e e st e e et e st e e sbee e sabeesbeeesareesaneeesareenn 11

[000] 0 Lol [V 1] To o PP 11



Hardware preparation

In order to fulfill our hardware requirements and be eligible for support, please ensure your server
meets the following minimum requirements:

e Processor: 64-bit, 4-6 cores required, more recommended depending upon load.

e RAM: 12 GB required if dedicated to EmpowerID, more recommended if the server will house
other databases.

e Hard drive space: 200 GB available MINIMUM across different disk spindles, more
recommended based on usage scenario.

= Each SQL server should follow Microsoft's best practice design, utilizing different disk
spindles for OS, Logs and Data. For these drives, we RECOMMEND:

o OS Drive: 40 GB — this drive does not need to be large as it will only contain the base
Windows Server operating system and SQL Server shared features.

o Log Drive: 200 GB (this is to accommodate large transaction log growth in the event
of extended processes)

o Data drive: 200 GB - we anticipate the database will be 5-10 GB upon initial
creation. The growth rate will depend on actual use and transaction level.

In this example lab we have configured a VMWare virtual machine, but in the real world we recommend
using a physical SQL server if possible. It is not a requirement for support, but performance may be
improved 8-14% by using a physical server.

This configuration meets all of our minimum requirements: A 64-bit 6 core CPU, 12 GB of RAM, and
three hard drives, each using a different data store. It is important that each data store is on a different
disk spindle for 1/0 performance. The OS Drive is sized at 40 GB, the Log Drive is sized at 200 GB, and the
Data Drive is sized at 200 GB.

Software preparation

Next comes the installation of the Windows Server operating system. In our example lab we will be
installing SQL Server 2008 R2, so we should to refer to Hardware and Software Requirements for
Installing SQL Server 2008 from the Microsoft SQL Server documentation. If you are installing SQL Server
2012, please refer to Hardware and Software Requirements for Installing SQL Server 2012 for guidance.

NOTE: If you already have a SQL Server provisioned that meets our minimum hardware and software
requirements, please skip forward to the Full-Text Search preparation section.

Once the operating system is installed, ensure that the local Administrator password has been set and
the server is joined to the domain. We are now ready to proceed to the installation of Microsoft SQL
Server.


http://www.vmware.com/files/pdf/perf_vsphere_sql_scalability.pdf
http://www.vmware.com/files/pdf/perf_vsphere_sql_scalability.pdf
http://technet.microsoft.com/en-us/library/ms143506(v=sql.100).aspx
http://technet.microsoft.com/en-us/library/ms143506(v=sql.100).aspx
http://msdn.microsoft.com/en-us/library/ms143506.aspx

SQL Server preparation

Once you are logged into the server, open the Computer Management tool from the Administrative
Tools menu and select Storage > Disk Management. Import and create new volumes for the Log Drive

and Data Drive as needed.

Open Server Manager > Features and click Add Features. Expand .NET Framework 3.5.1 Features and

check .NET Framework 3.5.1.

Select Features

Confirmation
Progress

Results

Select one or more features to install on this server.
Features:

Add Features Wizard )

= [E] .NET Framework 3.5.1 Features
o
[] wcF Activation
[ Backaround Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BranchCache
D Connection Manager Administration Kit
[”] Desktop Experience
[ ] DirectAccess Management Console
D Group Policy Management
[] 1nk and Handwriting Services
[] Internet Printing Client
[[] internet Storage Name Server
[] LPR Port Monitor
[] Message Queuing
[] multipath 1/0
[] Network Load Balancing
[] Peer Name Resolution Protocol
[ Quality windows Audio Video Experience
[7] Remote Assistance
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o

More about features

< Previous ” Next > I

Description:

Microsoft .NET Framework 3.5.1
combines the power of the .NET
Framework 2.0 APIs with new
technologies for building applications
that offer appealing user interfaces,
protect your customers'personal
identity information, enable seamless
and secure communication, and
provide the ability to model arange of
business processes,

cancel |

Install |

Click Next, then Install. When installation of .NET Framework 3.5.1 is finished, click Close.

Locate the SQL Server installation media and run SETUP.EXE to begin installation. Click the Installation
section on the left hand side, then click on “New installation or add features to an existing installation.”




Installation
Maintenance g
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Options

Microsolt
Bb SQL Server2008r2

%% SQL Server Installation Center L =10l x|

New installation ofy#idd features to an existing installation.

Launch a wizard ted Mall SQL Server 2008 R2 in a non-custered environment or to add features to
an existing SQL Se! 008 R2 instance.

New SQL Server failover duster installation
Launch a wizard to install a single-node SQL Server 2008 R2 failover duster.

Add node to a SQL Server failover duster
Launch a wizard to add a node to an existing SQL Server 2008 R2 failover duster.

Upgrade from SQL Server 2000, SQL Server 2005 or SQL Server 2008

Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SQL Server 2008 to SQL Server
2008 R2.

Search for product updates
Search Microsoft Update for SQL Server 2008 R2 product updates.

Enter your SQL Server license key and accept the license terms. Click Install. Choose SQL Server Feature
Installation and click Next. On the Feature Selection screen, check Database Engine Services and Full-
Text Search; these are the only required SQL Server features. If you wish to use the SQL Management
Tools from the SQL server, check Management Tools — Complete.

Confirm the “Shared feature directory” and “Shared feature directory (x86)” installation path are

located on the OS drive and click Next.




Management Tools - Complete
[C] sQL Client Connectivity SDK
[ Microsoft Sync Framework
Redistributable Features

select All | Unselectall |

Shared feature directory:

IC:\Program Files\Wicrosoft SQL Server\

Shared feature directory (x86): [C:\Program Files (x86)Microsoft SQL Server\

loix]
Feature Selection
Select the Enterprise features to install.
Setup Support Rules Features: Description:
Setup Role Instance Features Server features are instance-
Feature Selection Database Engine Services aware an;v hav%‘t:eir own
. icati istry hives. y support
Installation Rules []5QL Server Replication registry |
e Configuration Full-Text Search multiple instances on a computer.
I ) [] Analysis Services

Disk Space Requirements [] reporting Services
Server Configuration Shared Features
Database Engine Configuration [] Business Intelligence Development Studio

; [[] client Tools Connectivity
Erroe 'l ting ; [[] integration Services
Installation Configuration Rules [] client Tools Backwards Compatibility
Ready to Install [] client Tools SDK
Installation Progress [] sQL Server Books Online

7 P

Complete Management Tools - Basic

=
=

Next > | Cancel I Help |
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On the Instance Configuration screen you can keep the Default instance ID (MSSQLSERVER) or name
your own instance. In our example | have named the Instance “EIDPREREQS”. Change the instance root
directory installation path to the Data drive (F:\ in our example) and click Next.




Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

%% SQL Server 2008 R2 Setup =] 4]

Setup Support Rules (" Default instance
Setup Role (* Named instance:  [EIDPREREQS
Feature Selection
Installation Rules
Instance Configuration Instance ID: lEIDPREREQS
Disk Space Requirements
o Instance root directory: IF:\ E
Server Configuration
Database Engine Configuration
Error Reporting SQL Server directory:  F:\MSSQL10_50.EIDPREREQS
Installation Configuration Rules
Installed instances:
Ready to Install
Installation Progress Instance Name | Instance ID | Features | Edition | version
Complete

< Back | Next > | Cancel I Help I
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Configure the Service Accounts as needed and click Next. Choose your Authentication Mode, specify
your SQL Server administrator accounts and click on the Data Directories tab. Change the “User
databaselog directory” path to the Log drive (E:\ in our example) and click Next.




R
Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

EelEE S e Account Provisioning  Data Directories | FILESTREAM |
Setup Role
Featire Selaction Data root directory: lF!\ |
Installation Rules System database directory: F:\MS5QL10_50.EIDPREREQS\MSSQL\Data
Instance Configuration :

Userdatabase directory: IF: \WMSSQL10_50.EIDPREREQS\WMSSQL\Data |
Disk Space Requirements
Server Configuration User databaselog directory: IE:\MSSQL 10_50.EIDPREREQS\MSSQL\Data |
Siahese Dagiae Coatiomstion Temp DB directory: [F:Ws5QL10_50. EIDPREREQS WSSQL\Data |
Error Reporting
Installation Configuration Rules Temp DB log directory: lF:\MSSQL 10_50.EIDPREREQS\MSSQL\Data |
Ready to Install Backup directory: [F:WiSSQL 10_50.EIDPREREQSWSSQL Backup |
Installation Progress
Complete

< Back I Next > I Cancel | Help |
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NOTE: For increased performance you may add an additional fast /O disk drive (preferably an SSD or
RAID w/ disk striping) and change the “Temp DB directory” and “Temp DB log directory” path to that
additional disk drive. This is not required but is a recommended Microsoft practice for optimizing
tempdb performance.

Click Next twice and then click Install to begin the SQL Server installation. Once installation is finished,
close the setup program and install hotfixes or patches from Windows Update as needed. The SQL
Server is now ready for the EmpowerlD database.

Full-Text Search preparation

If you followed the SQL Server preparation section above, Full-Text search is already installed and
enabled. Skip forward to the EmpowerlD database download section.

If you already have a SQL Server provisioned that meets our minimum hardware and software
requirements, log into that server and open the SQL Server Management Studio from the Microsoft SQL
Server program menu.

Navigate to our EmpowerlD Installation and Configuration Guide / Hardware and Software
Requirements wiki page and scroll down to the Software Requirements section. Listed in this section is a
T-SQL statement that checks to see if your SQL Server has Full-Text Search installed and enabled.



http://msdn.microsoft.com/en-us/library/ms175527(v=sql.105).aspx
http://msdn.microsoft.com/en-us/library/ms175527(v=sql.105).aspx
http://docs.empowerid.com/installingempowerid/hardwareandsoftwarerequirements.html
http://docs.empowerid.com/installingempowerid/hardwareandsoftwarerequirements.html
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Installing EmpowerlD =
L tnstalling Emp _ Software Requirements
|| Hardware and Software Requirements

] certificate Requirements

[E] Port Requirements Each senver hosting the different EmpowerlD server-side components has a different software requirement, depending
] Access Rights and Service Accounts on the particular components installed. Below, you will find the software requirements for each of the EmpowerlD
[E] Granting SQL Access through Server Roles server-side components. If you decide to install all of the server-side components on one server, you must install the
|2] Installation Components software requirements for each of the EmpowerlD server-side components on that server.

| Installing and Licensing EmpowerlD

|5] Starting the EmpowerlD Senvices e The server hosting the EmpowerlD SQL database must be running Microsoft SQL Server 2008 R2 Standard or
|] Installing the EMC on Desktops Enterprise with Full-Text Search installed and enabled Support is not offered for previous versions of Micrasoft
|5] Installing the EmpowerlD Client Application Sl Server

|5] Installing the Password Manager Windows | . .
N To check your Microsoft SQL Server for Full-Text Search, execute the following T-SQL:
|] Installing the EmpowerD Domain Controlle

i Configuring EmpowerlD select SERVERPROPERTY ('IsFullTextInstalled')

‘| Release Note . 0D .
|| elease Notes 1 If this query retums a value of "1 then the component is installed.

The T-SQL statement is also included below:
select SERVERPROPERTY ('IsFullTextInstalled')

Copy this T-SQL statement and return to the SQL Server Management Studio. Connect to the instance,
then right click the Server entry in Object Explorer and click New Query. Paste the T-SQL statement and
click the Execute button or press F5 to execute the query.

If Full-Text Search is installed, the Results pane will show (No column name) with a value of 1.

SQLQueryl.sql -...istrator (BE))*] -
select ZERVERPROPERTY (!'IsFullTextInstalled')

[k ] %

=
1| | d
Results ||_1= Messagesl

(Mo colurn name]
i |1




If Full-Text Search is not installed, the Results pane will show (No column name) with a value of 0. If this
occurs, locate the SQL Server installation media and run SETUP.EXE to begin installation. Click the
Installation section on the left hand side, then click on “New installation or add features to an existing
installation.” When you reach the Feature Selection screen, check Full-Text Search and then Next to
install the missing SQL Server feature.

%4 SQL Server 2008 R2 Setup ] i =]
Feature Selection
Select the Enterprise features to install.
Setup Support Rules Features: Description:
Setip Hole Instance Features Indudes the Ful-Text Search
Feature Selection Database Engine Services engine, for fasi{ text search on
Installation Rules [[]sqL server Replication content stored in SQL Server.
5 Full-Text Search
Ir.lstanoe Cm@rahm [] analysis Services
Disk Space Requirements ["] reporting Services
Server Configuration Shared Features
Database Engine Configuration ["] Business Intelligence Development Studio
S [] client Tools Connectivity
S Re?mmg ; [] integration Services
Installation Configuration Rules [] client Tools Backwards Compatibility
Ready to Install [] client Tools SDK
Installation Progress [[] sqQL server Books Online
Management Tools - Basic
Complete
Management Tools - Complete
[[] QL Client Connectivity SDK
D Microsoft Sync Framework
Redistributable Features
select All | Unselect Al |
Shared feature directory: |C:\Program Files\Microsoft SQL Server) |
Shared feature directory (x86): IC:\Drogram Files (x86)Microsoft SQL Server\ |
< Back I Next > I Cancel | Help |
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Once the SQL Server installation is finished, re-run the T-SQL statement listed above to ensure Full-Text
Indexing is installed and enabled.

Empowerl|D database download

Now that the SQL server has met the hardware and software requirements, we need to download the
EmpowerlD database in preparation of the installation session. The database is relatively large so
downloading it ahead of time can save some time.
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Thank you for choosing EmpoweriD!

Please use the links below to download the latest version of
EmpowerlD and other products.

System Preparation

Helps verify your application servers meet the Hardware and
Software Requirements of EmpowerlD.

® EmpowerlD System Preparation Tool Verify hardware and software requirements

EmpowerlD Server

The following items are required for a new EmpowerlD installation.

@® EmpowerlD Server Installer Required binaries for each EmpowerlD |IS server

® EmpowerlD Database SQL database for new EmpowerlD installations

Please navigate to our EmpowerlD download page, enter your name and license key, agree to the terms
& conditions and then click on the EmpowerlID Database link. Download this file onto the Data drive of
the SQL server that will be hosting the EmpowerlD database.

SQL Performance Maintenance

To ensure optimal performance, we strongly recommend that you follow the maintenance steps
outlined in the SQL Performance Maintenance documentation once the EmpowerlD database is
mounted. These steps should be performed after the installation of EmpowerID.

Conclusion

Please feel free to contact us by e-mail at support@empowerid.com or by phone at (877) 996-4276
(Option 2) if you have any questions or concerns regarding this guide. Thank you for reading!



http://www.empowerid.com/download/licenseagreement
https://empowerid.atlassian.net/wiki/display/Install2013/SQL+Performance+Maintenance
mailto:support@empowerid.com

